Gregg L. Zepp 11

CISSP, LPT, ECSA, CEH, CPT, MCSA, CNDA, CCA, CIW, CAS, Network+, i-Net+, A+

LIPT

Licensed Penetration Tester

Phone: (571) 572-2497  Email: glzepp@comcast.net
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Host & Networking Competencies:

Security Assessments:
Authentication Security:

Reverse Engineering:
Operating Systems:
Server Applications:

Networking Equipment:

Weblnspect, HailStorm, Retina, Nmap, Nessus, Netcat, Metasploit, Kismet

John the Ripper, HydraGTK, Cain & Abel, Aircrack, Airsnort

Microsoft Debug, WinHex, OllyDbg

All Windows, DOS, Red Hat, Fedora, CentOS, Sun Solaris, Cisco 10S’s, Backtrack
Active Directory, SQL, Veritas, IIS, Ghost, SharePoint, Citrix Presentation Server
Cisco PIX/ASA, Switches, Routers, Netgear, Sonicwall, HP & Dell Servers, & desktops

Software & Design Competencies:

Website Design:

Graphic & Image Editors:
Communications/CRM:

Programming:

HTML, XML, FrontPage, Go Live, Dreamweaver, Fireworks, Flash, CIW certified
PhotoShop, Illustrator, Corel Draw, PhotoDraw, Paint Shop Pro

Data Mining CRM, IRIS, FAS accounting, Microsoft Office, Open Office

Java & JavaScript, familiar with .NET, & Appscan & Fortify code security tools

Professional Experience:

Jan 2007-Present

Achievements
Led 3 Govt web projects
successfully through to
accreditation valued at
over $20 million and
managed multiple
security teams.

Feb 2006-Jan 2007

Achievements
Caught error by outside
contractor resulting in
the correction of 400+
HIPS monitoring
agents.

Nov 2004-Dec 2005

Achievements
Doubled number of
servers, faster web site
response, improved
internet security, Cisco
ASA Mgmt, and caught
over 85,000 in billing
errors to the dept.

Associate

Booz Allen Hamilton, Cyber Security Specialist

Information Assurance Manager (IAM) for government related web-based projects.
Senior Cyber Security Engineer for penetration testing of Windows hosts & Unix hosts.
Information Assurance Lead & Systems Engineer for 4 web development teams
implementing thousands of security controls, registry settings, OS policies across enclaves.
Deputy Operations Manager for NIST National Vulnerabilities Database (NVD) project.
Contributor to sections of NIST 800-115: Guide to Info Security Testing draft.

Lead Systems Security Validator assessing DoD systems for security compliance.
Collaborated with NIST & other security agencies creating new vulnerability classifications.
Performance Awards 2007, 2008, 2009 (Promoted), 2010 (Govt Agency Excellence Award).

Security Operations Engineer

Endeavor Systems

e Lead in evaluating new IDS server-based products and support of their current IDS/IPS system.
Managed Intrusion Detection system, examining logs, monitoring and fixing agents as needed.
Assisted in LAN/WAN redesign for Security Computer Lab and router & switch mgmt.
Responsible for security testing using tools such as Nessus, Ethereal, Netcat, and Metasploit.
Daily use of encryption communication products such as Entrust, PGP and OpenSSH.

Network Engineer/Administrator & Web Specialist

United Way of Central Maryland, IT Department

One of 2 Managers for WAN network of 150+ user network with several remote locations.
Setup e-commerce Verisign secure servers, IS, PKI/secure certificate management.
Management of Cisco Routers, Switches, ASA firewall and end users' VPN configurations.
Created anti-spyware plan, spam filtering, manage MX, NS, A, CNAME and DNS issues.
Redesigned new Intranet site and assisted with launch of new Internet website.

Awarded two raises and a Performance Bonus.



EDUCATION / CERTIFICATIONS:

Johns Hopkins University:
May 2012

InfoSec Training:
Passed exam Sept 2010, Licensed: 2011

InfoSec Training:
Passed exam Jan 2009, 2011

Independent Study:
awarded July 2008

Independent Study:
awarded May 2008

System Source Training Program:

awarded November 2005

Computer Learning Institute
& Independent Study:
June 2000 - July 2003

University of Maryland, UMBC:
September 1999 - December 1999

Pennsylvania State University:
Double Bachelor's Degrees
University Park, PA, 1996

AWARDS:

Masters of Information Systems Engineering - concentrations in IT Security
and Web Development. Courses: Intro to Java; Data Structures, Info Systems
Engineering, Technical Ventures, Software Engineering, Embedded Systems Security,
Info Assurance, Network Security, PKI, Web Development, & Web Application Security.

ECSA - EC-Council Security Analyst, LPT - Licensed Penetration Tester

CEH - Certified Ethical Hacker, CNDA - Network Defense Architect

CPT - Certified Penetration Tester - passed 50 question exam and practicum of
breaking into two machines achieving root access (Info Assurance Cert Review Board)

CISSP - Certified Information Systems Security Professional

CAS — Certified Anti-Terrorism Specialist (Anti-Terrorism Accreditation Board)

CCA - Citrix Certified Administrator
Completed Citrix courses CTX-1255, 1455, & 1256 and passed exams.

MCSA : Microsoft Certified Systems Administrator (5 out of 5 exams)
A+, Network+, i-Net+ CompTIA Certified & Webmaster Certified (CIW)
Trained for Microsoft Certified Systems Engineer: MCSE + Internet

Web Systems Specialist Certifications Web 11 & 111
Client & Server side applications; JPEG & GIF design, JavaScript; Access,
Active Server Pages, VBScript, Cold Fusion, PKI, FTP, XML; DHTML

B.S. in Management & Organizational Psychology with a Business Minor.
B.S. in Business Pre-Law. (Add'l courses in Marketing, Accounting, Economics)
Cum GPA: 3.47; Dean’s List 1991,92,94,95 (2 scholarships / 3 national honors)

Selected for EC-Council’s “Roll of Honor” (only 3% of those earning their certifications are selected), 2011
Delivery Excellence Award by government agency, 2010

Awards for Outstanding Performance, 2007, 2008, 2009, 2010

Promoted from Senior Consultant to Associate, 2009

Promoted to Deputy Operations Manager for NIST NVD project, 2007

Promoted to Quality Assurance Analyst for NVD project, 2007

Two raises and a Performance Bonus awarded, 2005

Promoted to Level 3 Technician, 2003; Promoted to Level 4 Technician, 2004

Awarded the most Connector Awards in the Comcast Internet dept for network troubleshooting, 2002-2003
”Whatever it Takes” Technical Service Award, 2001

Raving Fans Service District Award, 2000

Industrial/Organizational Advisory Board Scholarship, 1995

Golden Key National Honor Society, 1994 & Psi-Chi, national honor society, 1994

Phi Eta Sigma, national honor society for college freshmen, 1994

H.M. Rehmeyer Education Scholarship, 1992

Student Government's Campus Service Award for Peer Leadership, 1992

PERFORMANCE ACCOLADES:

"Gregg is a fine example of blending high energy, high ability, and high commitment.”

- Rick Jacobs, Associate Professor

"Gregg is a competitive, results driven Manager who has shown initiative, innovativeness, and good follow-up."

- Nicholas DiBucci, Assistant Manager

"Gregg is never satisfied. He is constantly looking forward into ways he can improve things."

- Bill Frantz, General Manager



